What is PreVeil Express? #

PreVeil Express (PVX) is a FREE web application that allows for the creation and usage of a PVX account.
Setup time is around 5 minutes and is 100% web based (no software installation needed!).

In order to securely access sensitive messages or files from another PreVeil user (often a
regulatory/compliance requirement), a PreVeil account. A PVX and a full PreVeil account differ in that a
PVX account is used solely on a web browser and is intended for light use of the PreVeil system while a
full PreVeil account requires client software installation and carries a range of features.

PreVeil Express account log in uses multi-factor authentication in form of a password and SMS
verification code. A PreVeil Express account’s private key is encrypted by the password and PreVeil does
not store, nor does it have access to passwords. For this reason, PreVeil Support is unable reset or
recover a password. Similarly, the mobile phone number for MFA cannot be changed.

Create an account #

1. A PreVeil Express account is formed by opening a web browser and going to
https://web.preveil.com/create-account (https://web.preveil.com/create-account).




\Welcome to PreVell

Please create a new account or connect to an existing account. If
you have an existing PreVeil Express account, click here to sign In.

Create New Account.

Use your email address as your eil 1D.

Upgrade from PreVeil Express

o) o Transfer your current PreVeil Express Accountintoa
full featured PreVeil account.

2. Enter your regular email address as your PreVeil User ID.
PREVEIL
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Welcome to PreVeil Express!

Please enter your email address that will serve as your PreVeil User ID.
PreVeil will send an email to this address for you to create an account.

PreVeil User ID

example@example.com|

\/ I'm not a robot

Already a PreVeil Express user? Sigr

 send Verification Email (IR Al

3. An automated email from verification.no-reply@preveil.com (mailto:verification.no-
reply@preveil.com) with a six-digit code will be sent to you email inbox.




Please verify your PreVeil account
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Hello,

You are getting this email so PreVeil can verify that you are the owner of this
email account. Please enter the following code in the verification field in
PreVeil to finish claiming your account. The code will expire in 15 minutes.

Verification code:

284235

The PreVeil Team

Please disregard this email if you did not create a PreVeil account.
To learn about our end-to-end encrypted collaboration tools visit

4. Enter the code in the verification code field and continue.

e

Check your mail inbox!

We sent cveneto@gmail.com an email with the verification code.

Please enter it below.

It will expire in 14 : 03 minutes.

Verification Code




5. Enter your first and last name and agree to the terms of use.
PREVEIL
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Enter your name

First Name

John

Last Name

Doe

laccept the PreVeil Terms of Service

Cancel

6. Set a password. The password must be at least eight characters long and have at least one number
and one capital letter. Please keep your password in a safe place. PreVeil does not store, and

cannot recover your password.
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Please create your new PreVeil Express password

Password

esecscsocee
Password must be at least 8 characters long
Confirm Password

......O....l
For your security, PreVeil does not save your password

Use your browser's password manager to securely save your password

Show me how

8 | Cancel

7. Select a multi-factor authentication method to be used as part of the login process to your PreVeil

Express account. You can choose:
1. An SMS message sent to your mobile phone. Normal text and data messaging rates apply.

2. Using an authenticator app that supports TOTP (Time-based One-Time Password) as the

authentication method.



3. A physical Passkey or Security Key

L A L L X}
Select a two-factor login method

- Text Message
You will receive a one-time passcode

Authenticator Application
Set up your favorite authenticator app to log in to PreVeil

e Passkey or Security Key ()
-g Set up a FedRAMP compliant secure key type to log into PreVeil
—

‘ Cance\‘

8. Verify your account by whatever method you selected above. For this example an SMS MFA

method was selected.
sl

2000000
Check your phone!
We sent you an SMS message with a verification code. Please enter it below.

This code will expire in 14 : 46 minutes.

Verification Code

Cancel

9. You will get prompted to create a recovery file
(https://preveil.atlassian.net/wiki/spaces/ESD/pages/2218917889) for your account. We strongly
recommend doing so. This file will allow you recover your account password if you forget it, and
PreVeil Support does not have access to users’ passwords and will not be able to recover it for you,




if you do forget it and do not have a recovery file.

Welcome To PreVeil Express!

Please note: We do not store passwords. If you lose your password you can recover your

account with your encrypted Account Recovery file.
Select the Save Now button to get your Account Recovery file.
You will need this file to recover your account and log back into PreVeil.

(] Don't remind me again

Save now | Close ‘

10. The account is now activated. Click Mail for messages or Drive for files.
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— John Doe

cveneto@gmail.com
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We welcome your feedback

Source: PreVeil Express — PreVeil knowledge base — Confluence
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Welcome to PreVeil Encrypted Email and Drive
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Hi John Doe, Welcome to PreVeillYou can now send encrypted emails to other PreVeil users. With PreVeil Drive, you canalso encrypt your files and store, share and accesst...

(https://preveil.atlassian.net/wiki/spaces/ESD/pages/2461794326/PreVeil + Express)

Discover more from EasylTGuys #

Subscribe to get the latest posts sent to your email.

Type your email...
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